ComplianceEdge Surveillance

Surveillance Rules — new rules have been created to support a surveillance workflow through account alerts. These rules are designed for surveillance of
FINRA and SEC regulated accounts.

® Representatives
® Surveillance Rules
® Surveillance Rules - Parameters
® Trade Blotter
® Working on Surveillance Alerts



Representatives

Registered Representatives

Representatives (Reps) are agents of a broker/dealer who are registered with a regulatory body and may invest client accounts in certain investment
vehicles. All active reps can be viewed in InvestEdge from Compliance > Representatives.

This page displays summary information about the Reps, and you can click on an individual rep to view details and registrations for that rep. Registrations
include exams as well as state registrations for FINRA, the SEC, and insurance, and these registrations are utilized by the compliance engine to ensure
that reps have appropriate registrations for any trades they place.

Representatives - Summary Screen

Representative Details & Registrations






Surveillance Rules

For other types of rules, please see the following pages:

® Monthly Monitoring Rules (Surveillance)
® Compliance Monitoring Rules

Transaction Based Surveillance Rules

You can use surveillance rules to determine if activity that occurred in a client account requires additional review or action. Each rule will run daily against
the latest batch of transactions for all applicable accounts, and will product an alert if a transaction violates the rule configuration. Alerts that generate from
surveillance rules will remain open until they are resolved by a user.
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Business Use Descriptions

Ensure that representatives are making trades consistent with client risk
tolerance by identifying short sale transactions.

Ensure that representatives are not trading leveraged inverse ETFs.

Ensure that representatives are making trades consistent with the firm's
suitability standards by identifying Buys of securities not on approved list,
that are included on a do not buy list, or have an unreasonably high beta.
Firm can support multiple universes based on recommended strategies or
investment objective. Rule can be configured to run for both brokerage
and advisory accounts.

Ensure any bonds purchased have an acceptable credit rating by
comparing against the tolerance set by the firm. Sources of the bond
credit rating can be S&P, Moody's, or Firm configured value.

Missed Breakpoint (Front End Load): Ensure clients are receiving the
appropriate commission amount by looking at total value of investments
into a mutual fund family and determining if the front end load breakpoint
is appropriate for a purchase of mutual fund in that family.

Near Breakpoint: Ensure clients are receiving the best commission value
by looking at total value of investments into a mutual fund family and
determining if the client is within a specified tolerance of the next
breakpoint for the fund family.

Ensure that clients are not charged an excessive broker concession. This
rule is applicable to brokerage accounts for product types that often
include concessions, such as UITs, Mutual Funds, Annuities, Non-traded
REITS, etc. A standard threshold is 5% and can be set per product type.

Ensure that concession/commissions are not charged to certain account
types, such as advisory accounts, or on product types that should never
have a concession fee.

Ensure that clients are not charged an excessive CDSC charge on a sell.
A standard threshold is 5% and can be set per product type. A 0%
threshold can also be set in the case that any CDSC is unacceptable for a
product type.

Ensure that clients are not charged an excessive markup on a trade. This
rule is applicable to non-advisory accounts when purchasing a dealer's
inventoriable products / general securities, most frequently bonds. A
standard threshold is 5% and can be set per product type.

This rule can also be utilized with a zero-threshold for advisory accounts
or product types that should never have a markup.

Rule Description

Identifies buy, sell, or short sale trades where the trade is not
appropriate for the client's risk tolerance. No Buys, No Sells, and
No Short Sales restrictions can be set per account.

Identifies transactions (buys or transfer in) where the security is
a leveraged inverse ETF.

Identifies transactions (buys or transfer in) where the security
meets particular criteria such as being on a do not buy list, or
has a high beta.

Identifies purchases of individual bonds and looks at the credit
rating of the bond to ensure it meet the acceptable credit quality.
Alerts are generated when the credit agency rating is below the
threshold.

Identifies purchases of mutual funds where the commission
charged may not be the most appropriate by comparing the fund
family's invested amount against the breakpoint schedule (from
Morningstar). This includes:

® |f the commission should have been lower due to the
breakpoint schedule for investor's existing holdings in this
account or across accounts (ROA).

® |f the total amount of the MV fund family is within a certain
amount of the next breakpoint.

Identifies trades where the commission as a percentage of the
total trade amount exceeds the percentage threshold for each
product.

Identifies trades where a commission is charged exceeding $0.

Identifies a sale where the CDSC as a percentage of the net
trade amount exceeds the specified threshold per product. Alerts
are only created for products that have a CDSC (MF, UIT, VA)
when the CDSC is reported as a sales load on the transaction.

Identifies a buy trade where the markup percentage exceeds a
specified threshold.

Identifies buy trades where there is a positive markup
percentage.


https://docs.investedge.net/display/InvestEdge/Monthly+Monitoring+Rules
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Ensure that the representative is properly licensed to perform broker
dealer business.

FINRA: Ensure that the representative is properly registered to perform
non-advisory business in the clients' state(s).

SEC: Ensure that the representative is properly registered to perform
advisory business in the clients' state(s).

Insurance: Ensure that the representative is properly registered to sell
insurance products in the clients' state(s).

Ensure that 529 account clients are receiving optimal mutual fund pricing
by identifying purchases of inappropriate share classes.

Ensure that clients are receiving optimal mutual fund pricing by identifying
purchases of inappropriate share classes based on the account type. For
example, identifying A, B, and C shares in advisory accounts.

Ensure that the account and trade have a properly coded and current /
active representative.

Ensure that the rep placing the trade is also a valid rep listed on the
account.

Retail: Ensure that client risk is appropriately managed by identifying large
buy trades on retail accounts. The threshold for a large trade can be set
per product, typically using a high dollar amount threshold, or using a high
unit amount threshold.

Mortgage Backed Securities: Ensure that client risk is appropriately
managed by identifying large MBS trades on retail accounts. As MBS
trades may have relatively low MV, the threshold for a large trade can be
set in units (this is the case for any product, but most common for MBS).

Institutional: Ensure that client risk appropriately managed by identifying
large buy trades. The thresholds for institutional accounts or products are
often significantly higher than those for retail. The threshold for a large
trade can be set per product, typically using a high dollar amount
threshold, or using a high unit amount threshold.

Mutual Fund: Ensure representatives are not trying to time the market with
Mutual Funds.

Variable Annuity: Ensure representatives are not trying to time the market
with Variable Annuities.

Ensure that a representative does not purchase an age-restricted or
inappropriately illiquid product for an older client.

Identifies a trade where one or more reps associated with the
trade are not sufficiently FINRA licensed. These licenses are set
per product and recorded in the rep information in the system.

Identifies a trade where the rep does not have an active state
registration in the client's state of residence.

* FINRA Accounts — State Securities registration required for
all securities products, excluding non-security insurance
products

® Advisory Accounts — State RIA registration required for all
products

® All Accounts (Insurance) — State Insurance registration
required for all insurance products

Identifies share class purchases that are not appropriate given
the beneficiary's age. Typically, alerts are triggered for B or C
shares when the beneficiary is less than 12, and for A shares
when the beneficiary is 12 or over.

Identifies the purchase of a security of a certain share class
where that share class is identified as unacceptable or
inappropriate for the type of account.

Identifies an invalid or missing rep code on the trade. Alerts are
generated when the one or more reps included on the trade are
not found in the Rep file supplied by the client, are flagged as
inactive or terminated, or are not associated with the account.

Identifies when a trade rep is not an authorized account rep as
well.

Identifies buys that exceed a dollar amount threshold or unit
amount threshold. Alerts are generated when either threshold is
exceed by a purchase.

Identifies sales and subsequent buys of mutual funds or VAs
within a lookback period. Alerts are generated for mutual fund
buy trades where the trade amount exceeds the dollar amount
threshold, the net amount and number of buys and sells over the
lookback period exceed the thresholds, and the buy to sell ratio
exceeds the threshold.

Identifies purchases of the securities where the age of the
investor exceeds the threshold for the product.
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Ensure that clients will receive the best commission structure by looking at
purchases of mutual funds into new fund families and determining if a fund
family already owned by the investor has a fund available with the same
investment objective. Fund family analysis can be performed for the
individual account or across all of the investor's accounts.

Ensure that client risk is appropriately managed by identifying stock trades
with a low unit price. If applicable, different configurations can be set for
solicited and unsolicited trades.

Ensure that representatives are making client trades in the best interest of
the client by identifying personal trades in the same day on the opposite
side of the market.

Ensure that representatives are making client trades in the best interest of
the client by identifying personal trades that received better pricing in the
same day on the same side of the market.

Ensure that representatives are not improperly borrowing, lending, or
sending gifts to client accounts.

Ensure that representatives on heightened supervision are not making
inappropriate trades by identifying transactions inconsistent with
representative restrictions.

Mutual Fund Swap: Ensure that mutual fund trades within the same fund
family do not result in inappropriate commissions or fees.

Mutual Fund Switch: Ensure that mutual fund trades within the same fund
family do not result in inappropriate commissions or fees.

Hybrid Switching: Ensure that the representative is not selling out of
mutual fund, annuity, or UIT and buying into other similar products and
incurring front end or sales load.

Identify purchases of mutual funds into new fund families where
a fund with the same investment objective is available in a fund
family that the investor already owns. Fund family analysis can
be performed for the individual account or across all of the
investor's accounts.

Identifies buys of low-priced stock trades. Stocks can be ignored
if on an exchange. Alerts can be generated for solicited trades,
non-solicited, or both.

Identifies trades placed in employee owned accounts where
client trades were placed on the same day for the same security
on the opposite side of the market in that rep's client account(s),
and may represent a conflict of interest for the representative.

Identifies when a trade for a security made in a rep's personal
account receives better pricing than trades for the same security
on the same side made in that rep's client account(s), and may
represent a conflict of interest for the representative.

Identifies accounts where a journal entry or transfer was
performed between a rep's personal account and that one of that
rep's client accounts, and may represent a conflict of interest for
the representative.

Identifies a trade where the activity is restricted at the rep level.
Alerts are created where the Rep has one of the following
indicated: No Trading, No Buys, No Solicited Buys, No Short
Sales, and there is a matching transaction for that Rep in any
account.

Identifies a buy trade of a mutual fund, annuity, or UIT and a sell
from a product that occurred in the lookback period. Either the
buy must have been charged a front end load or sell must have
been charged a sales load and the aggregate amount of all
potential sell swaps/switches over the lookback period must
exceed the sales threshold.



Surveillance Rules - Parameters

Each rule has a set of configurable parameter options to customize how the rule will run for your business. The full list of rules along with descriptions and
business uses can be found on the Surveillance Rules page in a more compact format.

Click on the links below to jump to the configurable parameter options for that rule:

Short Sale Restrictions
Leveraged Inverse ETF / Transactions in High Risk Securities
Bond Credit Rating

Breakpoints

Broker High Concession

CDSC Charge

Dealer Excessive Markup
FINRA Registration Check
Inappropriate 529 Share Class
Inappropriate Share Class
Invalid Repcode

Large Buys

Market Timing

Max Investor Age Exceeded
Multiple Fund Family Purchases
Penny Stocks

Rep Conflict

Rep Restrictions

State Registration Check

Swap and Switch

Short Sale Restrictions

Identifies buy, sell, or short sale trades where the trade is not appropriate for the client's risk tolerance. No Buys, No Sells, and No Short Sales restrictions
can be set per account.

InvestEdge Rule Name: Account Restrictions

Business Uses

Short Sale Restrictions: Ensure that representatives are making trades consistent with client risk tolerance by identifying short sale transactions.

Configurable Parameter Options

Parameter Options Standard Parameter
Value Order
Transaction Subcategories Buy = Select which transaction sub-categories should be included when looking at reps with a "No Buy 1
Buys" restriction. (Purchases)

Transaction Subcategories Select which transaction sub-categories should be included when looking at reps with a "No Sell (Sales) 2

Sale Sales" restriction.

Transaction Subcategories Select which transaction sub-categories should be included when looking at reps with a "No Sell Short 3

Short Sale Short Sales" restriction. (Sales)

Rep Source Specify to surveil Trade Rep only, Account Rep only, or Both trade and account reps. Both 4
Discretionary trade only? Include only discretionary, or only non-discretionary trades. 5

Leveraged Inverse ETF / Transactions in High Risk Securities

Identifies transactions (buys or transfer in) where the security meets particular criteria such as being a leveraged inverse ETF, is on a do not buy list, or
has a high beta.

InvestEdge Rule Name: Asset Restrictions

Business Uses

Leveraged Inverse ETF: Ensure that representatives are not trading leveraged inverse ETFs.

Transactions in High Risk Securities: Ensure that representatives are making trades consistent with the firm's suitability standards by identifying Buys of

securities not on approved list, that are included on a do not buy list, or have an unreasonably high beta. Firm can support multiple universes based on
recommended strategies or investment objective. Rule can be configured to run for both brokerage and advisory accounts.

Configurable Parameter Options

Parameter Options Standard Parameter



Value Order
Solicited or Unsolicited Transactions | Include all trades, Solicited only, or Unsolicited only. All
(or all)
Discretionary or Non-Discretionary Include all trades, only discretionary, or only non-discretionary. All
Transactions (or all)
Transaction Subcategories Select which transaction sub-categories should be included when running this rule. Buy
(Purchases)
Alert on universe restriction rule? Create alerts based on asset universe membership. Yes
Asset Universes (universe restriction | If applicable, select which Asset Universes to use when running this rule.
rule only)
Asset in the Universe (universe If using an Asset Universe, specify whether to alert on assets within the universe (Yes), or to Yes
restriction rule only) alert on assets not contained in the universe (No).
Alert on Beta restriction rule? Create alerts only when asset's beta is above the threshold. If No, Beta will be ignored. If Yes, No
you do not need to specify an asset universe.
Asset Types (beta restriction rule Specify which asset types to surveil.
only)
Maximum beta allowed (beta When running this rule using Beta restriction, only alert on transactions where the stock's beta 1.25

restriction rule only) value is above the threshold.

Bond Credit Rating

Identifies purchases of individual bonds and looks at the credit rating of the bond to ensure it meet the acceptable credit quality. Alerts are generated when
the credit agency rating is below the threshold.

InvestEdge Rule Name: Bond Credit Rating
Business Uses

Bond Credit Rating: Ensure any bonds purchased have an acceptable credit rating by comparing against the tolerance set by the firm. Sources of the
bond credit rating can be S&P, Moody's, or Firm configured value.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Transaction Subcategories Select which transaction sub-categories should be included when running this rule. Buy (Purchases), 1
Transfer In (Receipts)

Asset Types Specify which asset types to surveil. All bond asset types. 2
Solicited or Unsolicited Include all trades, Solicited only, or Unsolicited only. All 3
Transactions (or all)

Discretionary or Non- Include all trades, only discretionary, or only non-discretionary. All 4
Discretionary Transactions (or all)

Minimum Bond Rating Specify minimum bond rating to create an alert. BBB+ 5
Include Non-Rated Bonds Create an alert on any non-rated bond transactions. No 6
Asset Universes (universe If applicable, select which Asset Universes to use when running this rule. 7
restriction rule only)

Asset in the Universe (universe If using an Asset Universe, specify whether to alert on assets within the universe (Yes), 8

restriction rule only) or to alert on assets not contained in the universe (No).

Breakpoints

Identifies purchases of mutual funds where the commission charged may not be the most appropriate by comparing the fund family's invested amount
against the breakpoint schedule (from Morningstar). This includes:

® |f the commission should have been lower due to the breakpoint schedule for investor's existing holdings in this account or across accounts

(ROA).
® |f the total amount of the MV fund family is within a certain amount of the next breakpoint.

Business Uses

Missed Breakpoint (Front End Load): Ensure clients are receiving the appropriate commission amount by looking at total value of investments into a
mutual fund family and determining if the front end load breakpoint is appropriate for a purchase of mutual fund in that family.

Near Breakpoint: Ensure clients are receiving the best commission value by looking at total value of investments into a mutual fund family and
determining if the client is within a specified tolerance of the next breakpoint for the fund family.



Configurable Parameter Options

Parameter

Transaction Subcategories

Asset Types

Solicited or Unsolicited
Transactions (or all)

Discretionary or Non-
Discretionary Transactions
(or all)

Minimum dollar amount
Share Class

Asset Universes (universe
restriction rule only)

Asset in the Universe
(universe restriction rule
only)

Use Rights of
Accumulation by Investor
(ROA)

Invested Amount
Calculation Method

Alert on Missing
Breakpoint Schedule

Breakpoint Monitoring
Type

Missed Breakpoint
Tolerance (%)

Near Breakpoint
Tolerance - Invested
Amount ($)

Options

Select which transaction sub-categories should be included when running this rule.

Specify which asset types to surveil.

Include all trades, Solicited only, or Unsolicited only.

Include all trades, only discretionary, or only non-discretionary.

Create an alert only when the transaction market value exceeds this threshold.

Specify which share classes to surveil.

If applicable, select which Asset Universes to use when running this rule.

If using an Asset Universe, specify whether to alert on assets within the universe (Yes), or to alert on
assets not contained in the universe (No).

Specify whether ROA should consider investor's holdings across all of their accounts (Yes), or only the
account the transaction in made in (No).

Determine the invested amount value by Cost Basis, Market Value, or Highest Value of the two.

If a breakpoint schedule is not available in Morningstar, should an alert be created?

Create alerts only when breakpoint is missed, when breakpoint is near, or both.

When surveilling for missed breakpoint, do not alert if the actual commission is within the tolerance

percentage of the next breakpoint commission. You can use this tolerance to ignore false positives due to

rounding.

When surveilling for near breakpoint, only alert when invested amount is within the specified tolerance of
the next breakpoint.

Broker High Concession

Standard
Value

Buy
(Purchases)

Open-end
Mutual Fund
All

All

1000

A Shares

None

Yes

Yes

Market Value

No

Missed

0.05

5000

Parameter
Order

11

12

13

14

Identifies trades where the commission as a percentage of the total trade amount exceeds the percentage threshold for each product (Asset Type).

Business Uses

Broker High Concession: Ensure that clients are not charged an excessive broker concession. This rule is applicable to brokerage accounts for product
types that often include concessions, such as UITs, Mutual Funds, Annuities, Non-traded REITS, etc. A standard threshold is 5% and can be set per

product type.

Advisory Zero-Tolerance Concession: This rule can also be utilized with a zero-threshold for advisory accounts or product types that should never have

a concession fee.

Configurable Parameter Options

Parameter

Solicited or Unsolicited
Transactions (or all)

Discretionary or Non-

Options Standard Value
Include all trades, Solicited only, or Unsolicited only. All
Include all trades, only discretionary, or only non-discretionary. All

Discretionary Transactions (or

all)

Transaction Subcategories

Asset Type High Concession
Threshold Percent Configuration

CDSC Charge

Select which transaction sub-categories should be included when
running this rule.

Buy (Purchases)

Specify the maximum concession percentage per asset type. The
rule will ignore any asset types where a threshold is omitted.

Equities, Bonds, Treasuries, UITs, Non-Traded
REITs - 3%, Mutual Funds - 5%, VA 10%

Parameter
Order



Identifies a sale where the CDSC as a percentage of the net trade amount exceeds the specified threshold per Product (Asset Type). Alerts are only
created for products that have a CDSC (MF, UIT, VA) when the CDSC is reported as a sales load on the transaction.

Business Uses

Excessive CDSC: Ensure that clients are not charged an excessive CDSC charge on a sell. A standard threshold is 5% and can be set per product type.
A 0% threshold can also be set in the case that any CDSC is unacceptable for a product type.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Transaction Subcategories Select which transaction sub-categories should be included when running this rule. Sell (Sales) 1
Asset Type CDSC Threshold Specify the maximum CDSC percentage per asset type. The rule will ignore any asset Open-end MFs, 2
Percent Configuration types where a threshold is omitted. UITs, VAs: 5%

Dealer Excessive Markup

Identifies a buy trade where the markup percentage exceeds a specified threshold.

Business Uses

Dealer Excessive Markup: Ensure that clients are not charged an excessive markup on a trade. This rule is applicable to non-advisory accounts when
purchasing a dealer's inventoriable products / general securities, most frequently bonds. A standard threshold is 5% and can be set per product type.

Advisory Zero-Tolerance Markup: This rule can also be utilized with a zero-threshold for advisory accounts or product types that should never have a
markup.

Configurable Parameter Options

Parameter Options Standard Parameter
Value Order
Transaction Subcategories Select which transaction sub-categories should be included when running this rule. Buy 1
(Purchases)
Asset Type Dealer Markup Threshold Specify the maximum dealer markup percentage per asset type. The rule will ignore any 2
Percent Configuration asset types where a threshold is omitted.

FINRA Registration Check

Identifies a trade where one or more reps associated with the trade are not sufficiently FINRA licensed. These licenses are set per product and recorded in
the rep information in the system.

Business Uses

Blue Sky Broker / FINRA Exam Oversight: Ensure that the representative is properly licensed to perform broker dealer business.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Rep Source Specify to surveil Trade Rep only, Account Rep only, or Both trade and account Both 1
reps.
Transaction Select which transaction sub-categories should be included when running this rule. | Buy (Purchases), Sell Short 2
Subcategories (Sales)

Inappropriate 529 Share Class

Identifies share class purchases that are not appropriate given the beneficiary's age. Typically, alerts are triggered for B or C shares when the beneficiary
is less than 12, and for A shares when the beneficiary is 12 or over.

Business Uses

Inappropriate 529 Share Class: Ensure that 529 account clients are receiving optimal mutual fund pricing by identifying purchases of inappropriate share
classes.

Configurable Parameter Options

Parameter Options Standard Value Parameter



Transaction Subcategories

Asset Types

529 Account Types

Age at which the holding
period becomes short term.

No Date of Birth
Inappropriate 529 Long Term
Share Classes

Inappropriate 529 Short Term
Share Classes

Select which transaction sub-categories should be included when running this rule.

Specify which asset types to surveil.

Specify which account types to surveil as 529 accounts.

Specify the age of the 529 beneficiary at which the account should no longer purchase assets
considered short term.

When beneficiary's DOB is not provided, do not alert, or alert based on long term share
classes (i.e. assume that the account should be purchasing long term only).

Specify which share classes are inappropriate during the long term time horizon.

Specify which share classes are inappropriate during the short term time horizon.

Inappropriate Share Class

Buy (Purchases),
Transfer In (Receipts)

Open-end Mutual
Fund

12

Do not alert

Order

Identifies the purchase of a security of a certain share class where that share class is identified as unacceptable or inappropriate for the type of account.

Business Uses

Inappropriate Share Class: Ensure that clients are receiving optimal mutual fund pricing by identifying purchases of inappropriate share classes based on
the account type. For example, identifying A, B, and C shares in advisory accounts.

Configurable Parameter Options

Parameter

Transaction Subcategories

Asset Types

Inappropriate Share Classes

Maximum holding value for a share class (only alert if holdings
in the share class exceed this value)

Invalid Repcode

Options

Select which transaction sub-categories should be
included when running this rule.

Specify which asset types to surveil.

Standard Value

Buy (Purchases), Transfer In
(Receipts)

Open-end Mutual Fund,

Closed-end Mutual Funds

Specify which share classes to surveil.

Only alert when total holdings of the share class are | 0
above the threshold.

A,B,C

Parameter
Order

Identifies an invalid or missing rep code on the trade, or when a trade rep is not an authorized account rep as well. Alerts are generated when the one or
more reps included on the trade are not found in the Rep file supplied by the client, are flagged as inactive or terminated, or are not associated with the

account.

Business Uses

No Registered Rep of Record: Ensure that the account and trade have a properly coded and current / active representative.

Unauthorized Trade Rep: Ensure that the trade rep is also associated with the account.

Configurable Parameter Options

Parameter

Options

Standard Value

Invalid Rep Rule

Rep Source
(Invalid Rep Only)

Transaction
Subcategories

Large Buys

Specify whether to check for invalid rep on trade or account, or to check for unauthorized trade
rep (trade rep is not a rep on the account).

When using this rule to check for invalid rep on trade or account, specify whether to check both
trade and account reps, trade rep only, or account rep only.

Select which transaction sub-categories should be included when running this rule.

Check for invalid rep on trade
or account

Both

Buy (Purchases), Sell
(Sales), Sell Short (Sales)

Parameter
Order

1

Identifies buys that exceed a dollar amount threshold or unit amount threshold. Alerts are generated when either threshold is exceed by a purchase.

Business Uses



Large Trade - Retail: Ensure that client risk is appropriately managed by identifying large buy trades on retail accounts. The threshold for a large trade
can be set per product, typically using a high dollar amount threshold, or using a high unit amount threshold.

Large Trade - Mortgage Backed Securities: Ensure that client risk is appropriately managed by identifying large MBS trades on retail accounts. As MBS
trades may have relatively low MV, the threshold for a large trade can be set in units (this is the case for any product, but most common for MBS).

Large Trade - Institutional: Ensure that client risk appropriately managed by identifying large buy trades. The thresholds for institutional accounts or

products are often significantly higher than those for retail. The threshold for a large trade can be set per product, typically using a high dollar amount
threshold, or using a high unit amount threshold.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Discretionary or Non-Discretionary Transactions Include all trades, only discretionary, or only non-discretionary. All 1
(or all)
Solicited or Unsolicited Transactions (or all) Include all trades, Solicited only, or Unsolicited only. All 2
Asset Universes (use if you would only like to If applicable, select which Asset Universes to use when running this rule. None 3
monitor assets inside or outside of a specified
universe)
Asset in Universe If using an Asset Universe, specify whether to alert on assets within the Yes 4
universe (Yes), or to alert on assets not contained in the universe (No).
Transaction Subcategories Select which transaction sub-categories should be included when running Buy (Purchases) 5
this rule.
Asset Type Large Buy Dollar Amount Threshold Specify the large buy dollar amount threshold per asset type. This rule will GTS, Common 6
Configuration ignore any asset types where a threshold is omitted for both dollar and Stock - $50,000
quantity. Open-end MF -
$200,000
Bond Asset Types -
$100,000
Asset Type Large Buy Quantity Threshold Specify the large buy quantity amount threshold per asset type. This rule will | Mortgage Backed 7
Configuration ignore any asset types where a threshold is omitted for both dollar and Security (MBS) -
quantity. 10,000

Market Timing
Identifies sales and subsequent buys of mutual funds or VAs within a lookback period. Alerts are generated for mutual fund buy trades where the trade

amount exceeds the dollar amount threshold, the net amount and number of buys and sells over the lookback period exceed the thresholds, and the buy to
sell ratio exceeds the threshold.

Business Uses
Mutual Fund Market Timing: Ensure representatives are not trying to time the market with Mutual Funds.

Variable Annuity Market Timing: Ensure representatives are not trying to time the market with Variable Annuities.

Configurable Parameter Options

Parameter Options Standard Parameter
Value Order
Fund matching option Create alerts only on an exact fund match, Fund Family Match, or All Fund Buys/Sells. All Fund Buys 1
/Sells
Lookback period Consider all sells within the specified lookback period. 365 2
Asset Types Specify which asset types to surveil. All except 3
Money Markets
Transactions Representing Buys Select which transaction sub-categories should be included as buys when running this rule. = Buy 4
(Purchases)
Transactions Representing Sells Select which transaction sub-categories should be considered as sells when running this Sell (Sales) 5
rule.
Minimum Transaction Market Value Create an alert only when the buy trade market value exceeds this threshold. 100 6
Minimum Net Buys and Sells Market Create an alert only when the net market value (sum of the absolute values) of buys and 2000 7
Value During Lookback sells over the lookback period exceeds this threshold.
Minimum Number of Buys and Sells Create an alert only when the number of buys and sells over the lookback period exceeds 2 8
During Lookback this threshold.
Minimum Buy/Sell Ratio (entered as a Create an alert only when the ratio of buys to sells over the lookback period exceeds this 0.75 9

decimal) threshold.



Max Investor Age Exceeded

Identifies purchases of the securities where the age of the investor exceeds the threshold for the product.

Business Uses

Max Investor Age Exceeded: Ensure that a representative does not purchase an age-restricted or inappropriately illiquid product for an older client.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Minimum Trade Value Only alert on transactions with market value above this 0 1
threshold.
Transaction Subcategories = Select which transaction sub-categories should be Buy (Purchases) 2

included when running this rule.

Solicited or Unsolicited Include all trades, Solicited only, or Unsolicited only. All 3
Transactions (or all)
Discretionary or Non- Include all trades, only discretionary, or only non- All 4
Discretionary Transactions discretionary.
(or all)
Asset Type Advisor Age in Specify the maximum investor age per asset type. The ETFs, Hedge Funds, Life Insurance, Private Company, 5
Years Configuration rule will ignore any asset types where an age is omitted. Promissory Note, VA, Variable Life, VUL, Venture Capital -

65

Multiple Fund Family Purchases

Identify purchases of mutual funds into new fund families where a fund with the same investment objective is available in a fund family that the investor
already owns. Fund family analysis can be performed for the individual account or across all of the investor's accounts.

Business Uses
Multiple Fund Family Purchases: Ensure that clients will receive the best commission structure by looking at purchases of mutual funds into new fund

families and determining if a fund family already owned by the investor has a fund available with the same investment objective. Fund family analysis can
be performed for the individual account or across all of the investor's accounts.

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Transaction Subcategories Select which transaction sub-categories should be included when running this rule. Buy (Purchases) 1
Asset Types Specify which asset types to surveil. Open-end Mutual Fund, 2
Closed-end Mutual Funds
Solicited or Unsolicited Include all trades, Solicited only, or Unsolicited only. All 3
Transactions (or all)
Discretionary or Non- Include all trades, only discretionary, or only non-discretionary. All 4
Discretionary Transactions (or
all)
List of Share Classes Specify which share classes to surveil. All 5
Minimum Trade Value Only alert on transactions with market value above this threshold. 1000 6
Asset Universes If applicable, select which Asset Universes to use when running this rule. None 7
Asset in the Universe If using an Asset Universe, specify whether to alert on assets within the universe Yes 8
(Yes), or to alert on assets not contained in the universe (No).
Use Rights of Accumulation Specify whether ROA should consider investor's holdings across all of their accounts | Yes 9
(ROA) Across Investor (Yes), or only the account the transaction in made in (No).

Penny Stocks

Identifies buys of low-priced stock trades. Stocks can be ignored if on an exchange. Alerts can be generated for solicited trades, non-solicited, or both.

Business Uses

Low Priced Security Trade: Ensure that client risk is appropriately managed by identifying stock trades with a low unit price. If applicable, different
configurations can be set for solicited and unsolicited trades.

Configurable Parameter Options



Parameter

Maximum Asset Price

Minimum Transaction Value

Solicited or Unsolicited Transactions (or

all)

Asset Types

Discretionary or Non-Discretionary

Transactions (or all)

Stock Exchange Exemptions

Transaction Subcategories

Rep Conflict

Options
Only alert on transactions with unit price below this threshold. 5
Only alert on transactions with market value above this threshold. | 5000
Include all trades, Solicited only, or Unsolicited only. All

Specify which asset types to surveil.

Standard Value

Generic Tradable Securities,

Common Stock

Include all trades, only discretionary, or only non-discretionary. All
Do not create an alert when the asset is listed on the specified All
exchange(s).

Select which transaction sub-categories should be included when
running this rule.

Buy (Purchases), Transfer In
(Receipts)

Identifies trades, transfers, and journals in an employee owned account that may be conflicts of interest for the representative.

Parameter
Order

For Conflicting Trade Solicitations, identifies trades placed in employee owned accounts where client trades were placed on the same day for the same
security on the opposite side of the market in that rep's client account(s).

For Front Running, identifies when a trade for a security made in a rep's personal account receives better pricing than trades for the same security on the
same side made in that rep's client account(s).

For Journaling, identifies accounts where a journal entry or transfer was performed between a rep's personal account and that one of that rep's client

accounts.

Business Uses

Conflicting Trade Solicitations: Ensure that representatives are making client trades in the best interest of the client by identifying personal trades in the
same day on the opposite side of the market.

Front Running: Ensure that representatives are making client trades in the best interest of the client by identifying personal trades that received better
pricing in the same day on the same side of the market.

Employee/Non-employee Journaling: Ensure that representatives are not improperly borrowing, lending, or sending gifts to client accounts.

Configurable Parameter Options

Parameter

Rep Source

Create alert on client, rep
account, or both?

Alert on Conflicting Trade
Solicitation?

Conflicting Trades
Solicitation - Solicited
Client Trade only?

Conflicting Trade
Solicitation - Minimum
trade amount

Alert on Front Running
issues?

Front Running - Rep
before Client Trade only?
Alert on Journaling
issues?

Journaling - Exact unit
match only?

Create alert on in flow, out
flow, or do not use?

Options

Specify to surveil Trade Rep only, Account Rep only, or Both trade and account reps.

Specify whether issues should be alerted on the rep account, client account, or both
accounts.

Create alerts on Conflicting Trade Solicitation Issues. If Yes, it is recommended to create
a separate rule for Front Running and Journaling issues.

When running this rule for Conflicting Trade Solicitation, should only solicited client
trades be included?

Specify the minimum trade value. Any trades that are below this threshold will not trigger
an alert.

Create alerts on Front Running Issues. If Yes, it is recommended to create a separate
rule for Conflicting Trades and Journaling issues.

When running this rule for Front Running, only alert when the rep trade was placed prior
to the client trade Yes), or consider any rep and client trades placed on the same day
(No).

Create alerts on Journaling Issues. If Yes, it is recommended to create a separate rule
for Conflicting Trades and Front Running issues.

Specify whether to alert on only exact unit match transactions (Yes), or any Journal In /
Out transactions of the same asset (No).

When running this rule for Rep Journaling, specify whether issues should be alerted on
the Journal In transaction, the Journal Out transaction, or to use the Rep/Client

Standard Value

Both

Rep

Yes (if using for Conflicting
Trade Solicitations)

No

Yes (if using for Front
Running)

No

Yes (if using for Journaling)

Yes

No do not use

Parameter
Order

10



specification (No do not use).
Transaction Subcategories = Select which transaction sub-categories should be included when running this rule. For CTS & Front Running: 11
Buy (Purchases), Sell (Sales)
For Journaling: Transfer In

(Receipts), Transfer Out
(Disbursements)

Rep Restrictions

Identifies a trade where the activity is restricted at the rep level. Alerts are created where the Rep has one of the following indicated: No Trading, No Buys,
No Solicited Buys, No Short Sales, and there is a matching transaction for that Rep in any account.

Business Uses

Heightened Supervision / Rep Restrictions: Ensure that representatives on heightened supervision are not making inappropriate trades by identifying
transactions inconsistent with representative restrictions.

Configurable Parameter Options

Parameter Options Standard Parameter
Value Order
Transaction Subcategories Buy = Select which transaction sub-categories should be included when looking at reps with a "No Buy 1
Buys" restriction. (Purchases)

Transaction Subcategories Select which transaction sub-categories should be included when looking at reps with a "No Sell (Sales) 2

Sale Sales" restriction.

Transaction Subcategories Select which transaction sub-categories should be included when looking at reps with a "No Sell Short 2

Short Sale Short Sales" restriction. (Sales)

Rep Source Specify to surveil Trade Rep only, Account Rep only, or Both trade and account reps. Both 4

State Registration Check

Identifies a trade where the rep does not have an active state registration in the client's state of residence.

* FINRA Accounts — State Securities registration required for all securities products, excluding non-security insurance products
* Advisory Accounts — State RIA registration required for all products

* All Accounts (Insurance) — State Insurance registration required for all insurance products

Business Uses

Blue Sky Broker / FINRA State Registration Check: Ensure that the representative is properly registered to perform non-advisory business in the clients
state(s).

Blue Sky Broker / SEC State Registration Check: Ensure that the representative is properly registered to perform advisory business in the clients' state

(s).

Insurance State Registration Check: Ensure that the representative is properly registered to sell insurance products in the clients' state(s).

Configurable Parameter Options

Parameter Options Standard Value Parameter
Order
Rep Source Specify to surveil Trade Rep only, Account Rep only, or Both trade Both 1
and account reps.
State Registration Type (FINRA, SEC, or Specify regulatory body to surveil - FINRA, SEC, or Insurance. 2
Insurance)
Asset Types Specify which asset types to surveil. 3
Transaction Subcategories Select which transaction sub-categories should be included when Buy (Purchases), Sell Short | 4
running this rule. (Sales)

Swap and Switch
Identifies a buy trade of a mutual fund, annuity, or UIT and a sell from a product that occurred in the lookback period. Either the buy must have been

charged a front end load or sell must have been charged a sales load and the aggregate amount of all potential sell swaps/switches over the lookback
period must exceed the sales threshold.

Business Uses



Mutual Fund Swap: Ensure that mutual fund trades within the same fund family do not result in inappropriate commissions or fees.

Mutual Fund Switch: Ensure that mutual fund trades within the same fund family do not result in inappropriate commissions or fees.

Hybrid Switching: Ensure that the representative is not selling out of mutual fund, annuity, or UIT and buying into other similar products and incurring

front end or sales load.

Configurable Parameter Options

Parameter

Transaction Selection
Buys

Transaction Selection
Sells

Asset Types

Min buy trade principal
threshold ($)

Lookback Period

Aggregate sales
threshold ($)

Fund Family

Hybrid

Options

Select which transaction sub-categories should be included as buys when running this rule.

Select which transaction sub-categories should be considered as sells when running this rule.

Specify which asset types to surveil.

Only alert on buy transactions with market value exceeding this threshold.

Consider all sells within the specified lookback period.

Specify the minimum threshold for all sales in the lookback period. If sales do not exceed this
threshold, the alert will not trigger.

Create alerts only when fund families of the buy and any sells are the same (Swap), fund families
are different (Switch), or both.

Create alerts only when product / asset types of the buy and sells are the same (No), or when
product / asset types of the buys and sells are different (Yes).

Standard Value

Buy (Purchases)

Sell (Sales)

90 Days

For Swap - Swap
For Switch or Hybrid
Switch - Switch

For Swap, Switch - No
For Hybrid Switch -
Yes

Parameter
Order



Trade Blotter

Trade Blotter

Introduction - the Trade Blotter
Reviewing Trades

Working on Alerts from the Trade Blotter
Adding a Comment to a Trade

Viewing Completed Trade Reviews

Introduction - the Trade Blotter

The trade blotter can be used to review trades, leave a comment on the trade, and complete work on any alerts on the trade. The landing screen defaults
to display all un-reviewed trades from the prior business day, and you can utilize the search criteria to find the appropriate trades to review. You can also
review multiple trades at once by either selecting multiple or using the select all checkbox.

Note: You MUST have access to an account to see its trades in the blotter. If a user does not have access to an account, that user will not see any of the
account's trades in the blotter (and will not see any account information related to that account in the site).

Available search criteria include:

Date (trade post date) - defaults to the prior business day
Office Code - use to search for trades on a specific office code; if using Pershing this is the first 3 digits of the account number
Asset Type - use to search for a certain product type
Reps - use to search for a specific rep (note: this is the rep associated with the account)
Account Group - dynamic account groups can be configured to create more complex inclusion criteria to search for a specific set of accounts
Solicited Status - search for only solicited or unsolicited trades
Reviewed Status - defaults to Not Reviewed; this can be utilized to view historical reviewed alerts
Comments - search for trades with or without trade comments
Alerts - search for trades with or without alerts
Additional Criteria can also be utilized to search for a specific account or trade
® Transaction ID
® Asset Name / Code
® Account Name / Code

Reviewing Trades

If you are a team of one, you may be able to review the whole list of trades in the blotter without any additional criteria to filter the list of trades. Most users
will find it helpful to utilize Office Code, Rep, or an Account Group to narrow down which trades to review. If multiple people are responsible for reviewing
trades, it is important to create dynamic account groups to divide accounts so that multiple people do not try to review the same trades.

In the example below, the account group "Boston Blotter" is used as a criteria, as well as "No Alerts" to first focus on all trades that didn't generate alerts
and are likely to be lower risk trades. Once these are reviewed, you can click the select all checkbox and mark all of the trades reviewed at once.



Working on Alerts from the Trade Blotter

You can expand any trade by clicking the small triangle on the left hand side of the row. If a trade has an alert, you can click on the link to that alert and
work the alert directly from this screen. Any documentation or commentary related to the alert can be attached directly to the alert, and once work on the
alert is complete, you can click "Resolve" to resolve the alert.

Note - the alert status is totally independent from the trade review status. You are not required to complete the alerts to review the trade.



Adding a Comment to a Trade

If you need to add a comment to a trade that is not specifically related to an alert on that trade, you can add a comment by clicking on the comment icon
that appears in the status column when you are hovering over a trade row. Once the comment is entered, you the comment icon will permanently display
in the status column.

Viewing Completed Trade Reviews

To view completed trade reviews, enter the date range you would like to examine, and search for all review statuses or Reviewed only.



Working on Surveillance Alerts

Topics covered on this page:

® Surveillance Alerts Overview
® Navigating the Surveillance Alert Search
® Working on a Surveillance Alert
® Alert Drawer - Overview
® Completing Required Work on the Surveillance Alert
® 1. Completing the Question Tree
® 2. Adding a comment
® 3. Completing the Alert

Surveillance Alerts Overview

Surveillance Alerts are alerts triggered on a specific transaction when a surveillance rule is violated. Typically these rules apply to SEC, FINRA, and
Insurance regulations. Surveillance alerts can be accessed and worked via four places in the application, but viewing the alert details and resolving the
alert is a shared workflow that is completed in the account alert modal, which is a popup over the main screen.

1. The compliance Account Alerts page (Compliance > Account Alerts) is the main point of access for working on alerts, where you can search for
any surveillance alerts as well as account monitoring alerts. This help page will detail the workflow beginning on the Account Alerts page.

2. A Dashboard can be configured with the Account Alerts widget, which will display surveillance alerts that meet certain criteria. This widget (or
multiple instances of the widget) can be used to customize workflows and ensure that the highest priority alerts are presented to the right people
when they log onto the system.

3. The current account Account Overview page (Current Account > Account Info > Account Overview) will display all active alerts on the current
account in the lower right hand corner of the page.

4. The current account Account Alerts page will directly bring up the alert modal containing all of the alerts associated to the current account.

Navigating the Surveillance Alert Search

Under the Compliance tab, navigate to Compliance > Account Alerts to view and work surveillance alerts. If there is not enough space on the screen for all
search criteria to display, some will wrap to a second line, which you can view by clicking the expand arrow on the upper left hand side of the page.
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Search Criteria

You can use any or all of the search criteria to narrow down your search, then click "Search" to show results. You can click "Reset" to reset the criteria
back to their default values.

Criteria Description
Status Defaulted to Active, this can also be used to search for Resolved Surveillance alerts. Note: resolved monitoring alerts will not display on
this page
Account Search by account group, including dynamic account groups. Typically each representative will have their own account group, and
Group dynamic account groups can be configured for teams of reps or other account grouping.
Trigger Search by surveillance rule name
Account Defaulted to Regular Accounts, can be set to also include Consolidated (Household) accounts.
Type

Resolved By = Search resolved alerts by the user who completed the workflow on the alerts. Note that this search criteria should only be utilized when
searching for resolved alerts.

Created Search by date the alert was created. Select a date range, specific start and end dates, or click on the same date twice for a single day.
Date

Account Search for an account based on the account's name or code.

Name /

Code

Reset Button = Reset the search criteria. Note: if you came to the page via 'Recent Search,' reset will go to that search criteria instead of the blank
search criteria.

Search Click this button or press the enter key to perform a new search
Button

Search Results - Columns

Results are displayed in a grid, and can be sorted and filtered using the funnel icon in each column header. You can click anywhere in the row to open and
begin work on the alert.

1. Account Info - Name and Code

2. Trigger Info (Surveillance Rule Info)

. Trigger (Surveillance Rule Name)

. Status (Alert Status - Active or Resolved)

. Rule Type (will always be Surveillance for surveillance alerts)

. Aging (total number of days alert has been open, or was open if Resolved)
. Created (date)

. Resolved (date)

. Resolved By (user who resolved the alert)
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Show Alert Details & Go to Account

You can show additional alert detail (description and message) by clicking the expand arrow at the far left of each row, and you can access the account
tied to the alert by clicking the box-with-arrow icon that appears next to the account name & number values when you hover over a row.




Working on a Surveillance Alert

Within the search results, you can click anywhere within a row to open and begin work on that alert. Once you click on the row, the alert will open in a pop-
up modal. This alert experience is identical whether accessing via the search page, widgets, or within the current account.

Alert Drawer - Overview

Alerts are worked within the Alert Drawer, and the list of all alerts on the account will display. Both active and resolved surveillance alerts will display, as
well as any active account monitoring alerts (please note that if you are using account reviews, any monitoring alerts associated to a review will not display
here).

® Alerts are listed on the left hand side, and the selected alert will be blue. Information for the selected alert will display on the right hand side
® Note: Only people with appropriate role can edit an alert
Alerts are grouped by type - Surveillance and Monitoring
Active & resolved alert counts are listed at the bottom of the left hand side
® Resolved monitoring alerts will not display or be included in this count
Alerts are default sorted by date created, with the latest appearing highest in each section. Alerts can be sorted by date, name, or status.
Alert can also be filtered by status - Active or Resolved.
Alert detail - this contains the detailed alert information and response area
If there are related transactions (i.e. on a Journaling / Front Running / Conflict of Interest alert), these can be viewed on the "Related
Transactions" tab

Completing Required Work on the Surveillance Alert

In order to complete work on a Surveillance Alert, the user must address all of the questions / prompts for the Alert, which may include any or all of the
following.

1. Completing the question tree
2. Adding a comment of a required type

To see what is required on any alert, you can hover over the 'Resolve' button to see which items are required and incomplete.

1. Completing the Question Tree

The question tree is designed to closely adhere to your firm's policies and procedures, and allows for a standard response path for each similar issue.
Depending on how the initial question(s) is/are answered, you may be required to answer additional questions.

® All visible questions must be completed in order to finish the alert
® |f an answer has the question mark icon, this indicates the answer will require follow-up questions
® When you have answered all of the questions, click "Save" to save your work



2. Adding a comment

If you need to add any additional information that does fit into the question tree, or you need to attach documentation to the alert, you can do so by clicking
"New Comment." If the comment is always required, you will see a "required" indicator next to the New Comment button.

® When you click 'New Comment', a comment entry box will appear

® First, select a comment type from the list

® |f you need to attach documentation, select "Attach" and choose the file you would like to upload

® In the comment box, add your comment. You can use basic formatting within the comment box

® When you are done, click 'Save Comment' to save your comment

® The comment will now appear inline under the comments section, and you can edit or delete the comment
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3. Completing the Alert

® Once all required components on the alert are complete, the 'Resolve’ button in the upper right hand corner will become active
® Click this button to complete the alert and mark as resolved



® You will see a green resolved icon once the alert is successfully resolved
® Once work on the alert is complete, you can use the down arrow to navigate to the next alert
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